
1 N/A

001 N/A

*For multiple instances, additional Device Information tables should be inserted into the report.

All advisories, warnings, and failures are summarized and described in Table 1 below.

Engineer Initials or Name F.Bendik - A. Grenier

Completion Date February 2, 2026

Test Result PASS

Major rev
Attribute 4 Product Revision (decimal)

TSP Information

TSP Location TSP Germany (Magdeburg)

Attribute 2 Device Type (hex) 0x2B

Not an Attribute Device Profile Name Generic Device (keyable)

For multiple identity object instances, additional Device Information tables are inserted into the report.

Identity Object  Attribute Value 

Attribute 1 Vendor ID (decimal) 87

Vendor Information

Vendor Name

Device Information

Device Information from Identity Object Instance* 1

Test Type Single Product

Buerkert Fluid Control Systems

Composite Test Revision CT21

ODVA File Number 12717.01

EtherNet/IP™ - ODVA Conformance Test Results

Test Information

Test Start Date January 15, 2026

Identity Object  Attribute Value for Device 1 Value for Device 2

Attribute 3 Product Code (decimal) 8752 N/A

Attribute 7 Product Name 8752-LFC N/A

Minor Rev Minor rev

Major Rev
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Index

1

2

3

4

5

6

7

8

QoS Object Test

Test Note: 

The DUT implements DSCP PTP Even 

attribute 2 and DSCP PTP General attribute 

3, but does not support CIP Sync Profiles. 

They cannot be tested via CIP methods.

[Vol 2 Ed. 1.33 Table 5-7.3]

[Vol 1 Ed. 3.36 Table 5B-2.22]

TCP/IP Interface 

Object Tests

Advisory:

If the DUT is configured as a DHCP client 

and a time-limited lease is configured, the 

DUT does not send the DHCP request as a 

broadcast in the rebinding state

RFC 2131 - Table 4: Client messages from different 

states

Physical Layer Test

Warning:

The DUT uses the following type of Ethernet 

socket:  4-pole M8 D-coded. However, this 

socket is not defined in the EtherNet/IP 

specification as a permissible socket for an 

EtherNet/IP device.  

The current EtherNet/IP specification only 

defines the type: 4-pole M8 A-coded. The 

vendor is obliged to always supply an 

adapter for a defined EtherNet/IP socket 

with this device.

In addition, the vendor should work towards 

a corresponding extension of the SPEC for 

future use of this socket.

This behavior can be considered an

Error at the next conformance test. 

[Vol. 2 Ed. 1.33 - Chapter 8: Physical Layer]

Test Item
Advisories and Failures:  Observed DUT 

Behavior
Required Behavior & Specification Reference

EDS File Test
Advisory: Connection Parameters in eds.-

File do not match with .soc-File
ODVA PUB00049 (R1.15) 4.1.2

EtherNet/IP™ - ODVA Conformance Test Results

Table 1  Conformance Failures and Advisories

NOTE: Advisories indicate recommendations, Warnings indicate behavior that may be required to be changed before subsequent tests 

as indicated in Warning description, and Failures must be resolved to pass
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DUT 1 SOC Summary Screenshot

EtherNet/IP™ Device Under Test
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DUT1 photos
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1

2 Physical Layer Test

3 EDS File Test

2.2  Network connector 

  If DUT is In-cabinet network, see In-cabinet DUT worksheet
Present in DUT

The DUT has a connector per Volume 2, Chapter 8 - (No "pigtail" allowed) No Warning

Result

2.1.3 Combined Module/Network Status (MNS) Indicator Operation [V2 Ch 9, 9-4.4]

The Combined Module/Network Status (NS) indicator tests are N/A if an MNS indicator is not specified in SOC and is not present in 

DUT.

3.2 EDS File Contents Test Result

The EDS Checker does not report unwaivable errors for the EDS file. Pass

EDS File Name Buerkert-LFC-8752-EtherNetIP-20251205.eds

EDS File Revision 1.0

3.1 EDS File Syntax Utility EZ-EDS Revision:  V3.36.20241010

2.1.2  Network Status Indicator [V2 Ch 9, 9-4.3]

The Network Status (NS) indicator tests are N/A if a Network Status indicator is not specified in SOC and is not present in 

DUT.
Result

  The DUT has a connector per Volume 2 - Section 8-9.2.3

  N/A if Industrial Grade is not claimed in SOC
N/A N/A

No Pass

No Pass

PassNo

Module Status LED No

Network Status LED No

Combined Module/Network Status LED No

Result Pass/Fail Pass

Result Pass/Fail with Large_Forward_Open Pass

If the product includes an LED identified by a label name defined in Chapter 9 of EtherNet/IP Adaptation of CIP, the product 

supports the LED.  Supported LEDs must have the behaviors described below.

Industrial Grade Claimed in SOC No

Present in DUT Result2.1  Indicator check: LEDs supported In SOC

EtherNet/IP
TM

 Conformance Composite Test Results - CT21

DUT Name: 8752-LFC

Protocol Test Software Revision CT21

SOC File Name CT21_8752_LFC_A.03.00.01_EtherNetIP_5.5.0.1.soc

Protocol Test Log Files 

CT21_CT21_8752_LFC_BootP_LargeForwardOpen_P1.log

CT21_CT21_8752_LFC_DHCP_LargeForwardOpen_P2.log

CT21_CT21_8752_LFC_StoredValue_ForwardOpen_P1.log

Protocol Conformance Test (Please do Wireshark capture while running the protocol test)

For CIP Security device, run protocol test by following steps:

1) Set DUT in Factory Default state, select all CIP objects + Profile Verification + Encapsulation + LLDP MIB 

and run test in Development mode with non-security session.

2) Run all test + Profile Verification in Conformance mode via Security session. 

Respond to broadcast ListIdentity Requests in 

randomly delay (verify with Wireshark capture)
Pass

The EZ-EDS does not report unwaivable errors for the EDS file. Advisory

2.1.1  Module Status Indicator [V2 Ch 9, 9-4.2]

The Module Status (MS) indicator tests are N/A if a Module Status indicator is not specified in SOC and is not present in DUT.

©ODVA, Inc. 
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4 TCP/IP Interface Object Tests Object 0xF5 (245)
(See EtherNetIP Interop Conformance Test Specification.pdf  for test procedure details)

0x00 / 01

0x00 / 00 00 

20 00 60 0D 

C0 EF

5 Ethernet Link Object Tests Object 0xF6 (246)

1110

Speed Duplex

10 Half

10 Full

100 Half

100 Full

None None

None None

1110

Subnet test case 2 (No reply) (PC interface Properties - Get_Attribute_Single for request) Pass

Subnet test case 3 (Reply) (DHCP Server used for setup - Network Settings/DUT power cycle) Pass

Subnet test case 4 (No reply) (Network Connections -> Properties) Pass

Subnet test case 5  (Reply) (DHCP Server used for setup - Network Settings/DUT power cycle) Pass

Element Pair #5: N/A

Element Pair #6: N/A

Verify - Number of elements: 04 Pass

Verify - DUT supports Auto MDIX operation: Yes

Element Pair #4: Pass

Pass

Verify - DUT is capable of Manual Speed/Duplex Via Interface Control (Attr 6): Yes Pass

Attribute 11- Interface Capabilities Verification - Additional Instance

DUT Reports Result

Attribute 11 Get_AttributeSingle Value (Hex): 
0E 00 00 00 04 0A 00 00 

0A 00 01 64 00 00 64 00 

01

Verify - DUT requires reset to apply changes made to Interface Control (Attr 6): No Pass

Verify - DUT supports link Auto-Negotiate: Yes Pass

Verify - Number of elements: 04 Pass

Formated Hex Value: 0E000000040A00000A0001640000640001 Result

Element Pair #1: Pass

Element Pair #2: Pass

Element Pair #3: Pass

Verify - DUT is capable of Manual Speed/Duplex Via Interface Control (Attr 6): Yes Pass

Verify - DUT supports link Auto-Negotiate: Yes Pass

Verify - DUT supports Auto MDIX operation: Yes Pass

Interface Flags test cases (Attribute 2) - connect the DUT to 100Mbps Full - Value reported OK Pass

Interface Flags test cases (Attribute 2) - connect the DUT to 100Mbps Half - Value reported OK Pass

Force DUT and connect the DUT to 100Mbps Full Duplex - DUT and PC communicate Pass

Speed test cases (Attribute 1) - connect the DUT to 10Mbps (Full or Half) - Value reported OK Pass

No Pass

Force DUT and connect the DUT to 100Mbps Half Duplex - DUT and PC communicate

Force DUT and connect the DUT to 10Mbps Full Duplex - DUT and PC communicate Pass

DUT Reports Result

Force DUT and connect the DUT to 10Mbps Half Duplex - DUT and PC communicate

Attribute 11- Interface Capabilities Verification

Pass

Physical Address test cases (attribute 3) - Match IEEE OUI listings - See wireshark capture Pass

Attribute 11 Get_AttributeSingle Value (Hex): 
0E 00 00 00 04 0A 00 00 

0A 00 01 64 00 00 64 00 

01

Verify - DUT requires reset to apply changes made to Interface Control (Attr 6): 

PassSpeed test cases (Attribute 1) - connect the DUT to 100Mbps, Full Duplex - Value reported OK

Pass

5.1 Ethernet Link Object Test Cases Result

Use a managed switch with 4 ports set to 10Mbps/FullDuplex, 10Mbps/HalfDuplex, 100Mbps/FullDuplex, 100Mbs/HalfDuplex 

Subnet test case 6 (Widest Subnet - Reply) (Subnet mask for DUT - use 255.0.0.0) Pass

TTL Test (Attr. 8) - See TTL Test Below Get_AttributeSingle Status Code/Value: Pass

MCast Test (Attr 9) - See TTL Test Below Get_AttributeSingle Status Code/Value: Pass

Overall results of manual tests (See Off-Link Routing Test TAB) Pass

4.2 Off-Link Routing Test Cases Result

Pass

Pass

Interface Configuration - HW Configurable (setting address switches - use switches and attr 3) N/A

Result

Interface Configuration - BOOTP (use Attribute 3 or other applicable interface to configure) Pass

4.1 Interface Configuration and Subnet Test Cases

Interface Configuration - DHCP Client (use Attribute 3 or other interface to configure) Advisory

Interface Configuration - SW Configurable (using stored values - use Attribute 3 to configure)

If DUT supports NS/MS and DHCP/BOOTP, verify that LEDs behave correctly w/ no IP Addr. N/A

Subnet test case 1 (Reply) (DHCP Server used for setup - Get_Attribute_Single for request)

©ODVA, Inc. 
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Speed Duplex

10 Half

10 Full

100 Half

100 Full

None None

None None

6 Port Scans (Direct connection from PC to DUT)

Index

1

2

3

Element Pair #6: N/A

Element Pair #4: Pass

Element Pair #1: Pass

Element Pair #5: N/A

Element Pair #2: Pass

Element Pair #3: Pass

Formated Hex Value: 0E000000040A00000A0001640000640001 Result

IP <nmap -n -v -r -p- -scan-delay 1ms -sO -oX IP.xml DUT.IP.ADDR>
"open": 1, 6, 17

"open|filtered": 2
Pass

6.0 Port Scans - Verify Device Reacheable during and after each Ports Scan session
Result

Protocol

TCP <nmap -n -v -r -p- -scan-delay 1ms -oX TCP.xml DUT.IP.ADDR>
"open": 80, 44818

Pass

UDP <nmap -n -v -r -p- -scan-delay 1ms -sU -oX UDP.xml 

DUT.IP.ADDR>

"open": 161

"open|filtered": 2222, 

25383, 44818

Pass

5.3 AutoMDIX Tests - Required for DLR and Auto-MDIX Capable Devices Result

Test Procedure, MDIX - Port 1, Forced Duplex and Speed: 

Configure DUT Port 1 for forced 100 Mbps, full duplex (set Ethernet Link instance 1, attribute 6 to 02 00 64 

00).   

Connect DUT Port 1 (only) to uplink port of network HUB with uplink button - Connect test PC to any port of 

the network HUB - Use the conformance test messaging tool to get any attribute of the DUT identity object 

(Success expected) - push the uplink network HUB button to switch RX and TX lines - Use the conformance 

test messaging tool to get any attribute of the DUT identity object (Success expected) a few seconds may be 

needed for the DUT PHY adjusts to the HUB configuration change. Or use a managed switch like Ethernet 

Link Object MDIX test above. 

Pass Result: Get attribute single success in both HUB configurations.  (Multi-port devices NOT supporting 

the DLR functionality are not required to meet this requirement.)

Pass

Test Procedure MDIX - Port 1,  Auto-negotiate: 

Configure DUT Port 1 for Auto-negotiate (set Ethernet Link instance 1, attribute 6 to 01 00 00 00). 

Repeat HUB uplink switch procedure above for DUT Port 1.

Pass Result: Get attribute single success in both HUB configurations.  (Multi-port devices NOT supporting 

the DLR functionality are not required to meet this requirement.)

Pass

Test Procedure, MDIX - Port 2, Forced Duplex and Speed: 

Configure DUT Port 2 for forced 100 Mbps, full duplex (set Ethernet Link instance 1, attribute 6 to 02 00 64 

00).   

Repeat HUB uplink switch procedure above for DUT Port 2.

Pass Result: Get attribute single success in both HUB configurations.  (Multi-port devices NOT supporting 

the DLR functionality are not required to meet this requirement.)

Pass

Test Procedure - Port 2, Auto-negotiate: 

Configure DUT Port 2 for Auto-negotiate (set Ethernet Link instance 2, attribute 6 to 01 00 00 00). 

Repeat HUB uplink switch procedure above for DUT Port 2.

Pass Result: Get attribute single success in both HUB configurations.  (Multi-port devices NOT supporting 

the DLR functionality are not required to meet this requirement.)

Pass

Admin State (Attribute 9) - Port Disable Pass

Admin State - Port Enable Pass

Admin State - Last Port not disabled Pass

Admin State - Enable all ports Pass

Class Attribute 1 (Revision) Attribute 1 Value 0x04 Pass

Instance 1 Attribute 10 (Interface Label) Attribute 10 Value 45 54 48 20 31 Pass

Instance 2 Attribute 10 Attribute 10 Value 45 54 48 20 32 Pass

5.2 Ethernet Link objects - Multiple Interfaces Tests Result

Class Attribute 3 (Number of Instances) Attribute 3 Value 0x02 Pass

Class Attribute 2 (Max Instances) Attribute 2 Value 0x02 Pass

©ODVA, Inc. 
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7 QoS Object Tests Object 0x48 (72)

8 DLR Object Tests Object 0x47 (71)

10 Address Conflict Detection (ACD)Tests

19 Product Name and Label Check

Repeat 10.1 tests above for all device known CIP ports Pass

10.1 ACD Test Cases Result

Test Result for ACD Test Plan ran with DUT configured for HW switches or Fixed IP (N/A if no support) Pass

Test Result for ACD Test Plan ran with DUT configured for DHCP or BOOTP (N/A if no support) Pass

10.2 ACD Test Cases - Multi-Port devices Result

DLR Object Test Cases Result

DLR Object Attributes Test (See detail below) Pass

DLR Behavior Test (See detail below) Pass

QoS Object Test Cases Result

QoS Object Attributes Test (See detail below) Pass

QoS Behavior Test (See detail below)

Check Points Result

Check the Product Name of DUT against the ODVA Identity Guidelines Pass

Check the label printed on DUT against the ODVA Identity Guidelines Pass

©ODVA, Inc. 
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]

Result

Pass

Tip: If DUT is statically configurable via CIP (but does not support DHCP/BOOTP), use PC Interface 192.168.1.4 to perform EM 

configuration of Gateway Address with Set  to Interface Configuration attribute.Then re-select 192.168.2.100 in EM Tool.

Off-Link Routing Test Procedure and Results

Test Guideline

According to RFC 1122 section 3.3.1, when sending datagrams, “If the destination is on a connected network, the datagram 

is sent directly to the destination host; otherwise, it has to be routed to a gateway on a connected network”. 

For details on how to decide the destination is a local or remote host and how to  select a gateway, please see section 3.3.1.1 and 

3.3.1.2 of the RFC.

Test Procedure - Initial Setup

Connect the PC's Ethernet interface directly to the DUT's Ethernet Interface. 

Configure the PC's physical Ethernet interface so that it has three logical TCP/IP interfaces as follows:

- IP address 192.168.2.100 with subnet mask 255.255.0.0 (note /16 subnet mask)

- IP address 192.168.1.4 with subnet mask 255.255.255.0 (note /24 subnet mask)

- IP address 192.168.1.5 with subnet mask 255.255.255.0 (note /24 subnet mask)

No default gateway configured.

Set the DUT’s IP address to 192.168.1.10 with subnet mask 255.255.255.0 in the DUT's STC file. (SOC->Data->Physical Data)

Select 192.168.2.100 as the PC interface IP Address in the CT Explicit Message (EM) Tool. 

(Setup->Setup->Available host IP addresses).

1. Routing to non-exsitent Default Gateway Behavior
Test Procedure and Result

With the DUT in either Static IP mode or Dynamic (DHCP/BOOTP) mode, configure the DUT to have  IP Address 192.168.1.10, a Network 

Mask value of 255.255.255.0 and a non-existent Gateway Address (example 192.168.1.2).

Send a Get_Attribute_Single request from 192.168.2.100 interface to the DUT. 

Requirement

The DUT shall not respond to the Get_Attribute_Single request but shall instead send ARP request frames 

seeking the configured Gateway Address (192.168.1.2). 

Test Procedure - Routing to existent Default Gateway Setup

Prerequesite: Test Procedure - Initial Setup above. 

Tip: In some cases, it may be most efficient to  copy the original STC file to a new STC file for these tests, so that a limited set of I/O 

connections are configured, as described next:

In SOC editor, Configure the Connection Manager Object Connections tab to contain one unicast T->O I/O connection and one multicast 

T->O I/O connection if both types are supported by the DUT; or one connection with both types.

All Connections should have only one supported Priority, one Trigger type enabled for this test.  If DUT does not support I/O 

connection, skip this step.

With the DUT in either Static IP mode or Dynamic (DHCP/BOOTP) mode, configure the DUT to have Network Mask value of 

255.255.255.0, IP Address value of 192.168.1.10 and Default Gateway Address value of 192.168.1.5. 
Select address 192.168.2.100 as the PC Interface in the EM Tool.

To verify setup, send a Get_Attribute_Single request from 192.168.2.100 to the DUT, (a response is expected ).

©ODVA, Inc. 
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Result

Pass

Pass

Pass

Pass

Pass

Result

Pass

Pass

Pass

Pass

Pass

Pass

 Test Procedure and Results

2. Routing to existent Default Gateway Behavior, TTL = 1

The TTL value of unicast I/O packets from the DUT shall not be 1, but instead the TTL values shall be carried 

from the TCP/IP stack. Normally these values are TTL=64 or above.

Prerequesite: Routing to existent Default Gateway Setup (above).

Configure the DUT for TTL Value=1. (Note: By default TTL=1 if TTL attribute is not implemented).

Start Wireshark capture. 

Under the connections setting for Connection Manager, set the connection type to Point-to-Point for testing Unicast I/O. 

In development mode, start the Connection Manager Object I/O Connections Test and allow for it to complete

Under the connections setting for Connection Manager, set the connection type to Multicast for testing Multicast I/O. 

In development mode, start the Connection Manager Object I/O Connections Test and allow for it to complete

Stop Wireshark capture and save it.

Open the Wireshark file to verify the following expected results:

Requirements

Encapsulation Commands, UCMM commands and connected Explicit Messages (requests and responses) shall 

be observed in Wireshark from PC to DUT and from DUT to PC.

Unicast I/O shall be generated correctly from O->T. 

Unicast I/O shall be generated correctly from T->O (in DUTs which support unicast T->O). 

Requirements

Encapsulation Commands, UCMM commands and connected Explicit Messages (requests and responses) shall 

be observed in Wireshark from PC to DUT and from DUT to PC.

For multicast I/O ForwardOpen request, the DUT shall return General Status 0x1 and Extended Status 0x813 

(NOT CONFIGURED FOR OFF-SUBNET MULTICAST). (Only in DUTs which support multicast T->O)

3. Routing to existent Default Gateway Behavior, TTL = 2
Test Procedure and Results

Prerequesite:Routing to existent Default Gateway Setup (above).

Configure the DUT for TTL Value=2. (Note: By default, TTL=1). If DUT does not support TTL attribute Set, mark this test N/A.

Tip: If required, reset the DUT for the new TTL value to take effect.

Start Wireshark capture. 

In development mode, start the Connection Manager Object I/O Connections test and allow it to complete, or stop the test 

when see both unicast and multicast I/O packets. If the DUT does not support I/O connection, run Identity Object Test.

Stop Wireshark capture and save it.

Open the Wireshark file to verify the following expected results:

Unicast I/O shall be generated correctly from O->T.

Unicast I/O shall be generated correctly from T->O (in DUTs which support unicast T->O).

The TTL value of unicast T-> O I/O packets from the DUT shall not be 1, but instead the TTL values shall be 

carried from the TCP/IP stack. Normally these values are TTL=64 or above. These values shall be the same as 

the values in the test case 2. 

All Multicast ForwardOpen requests shall succeed.

The TTL value of T->O multicast I/O packets from the DUT shall be 2. 

©ODVA, Inc. 
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Result

Pass

Pass

Pass

Result

Pass

Pass

Result

Pass

Pass

Pass

TCP/IP object instance attribute 1, bit 4 (Status, Mcast pending) must be 0

TTL value of DUT initiated multicast message in WireShark must be the expected original value

Start WireShark

Run Conformance Test: Development - Connection Manager - IO Connections

Observe TTL value of DUT initiated multicast message in WireShark

Requirement

TCP/IP object instance attribute 8 (TTL Value) must be 01

3- Multicast Messages TTL Value - TTL Attribute Restored - DUT Reset
Test Procedure

Perform a Type 1 Reset service to the Identity object if the device supports this reset type OR restore original TTL value (Set TCP/IP 

Power cycle or reset the DUT via a Type 0 reset (only if the Set service was used)

Get TCP/IP object instance attribute 1, and observe bit 4 (Status, Mcast pending) bit

Run Conformance Test: Development - Connection Manager - IO Connections

Observe TTL value of DUT initiated multicast message in WireShark

Requirement

TCP/IP object instance attribute 1, bit 4 (Status, Mcast pending) must be reset (0) 

TTL value of DUT multicast messages in WireShark must be the value set in test case above

2- Multicast Messages TTL Value - New TTL Value Applied
Test Procedure

Power-cycle or reset DUT using reset type 0 - Power-on reset

Observe TCP/IP object instance attribute 1, bit 4 (Status, Mcast pending) bit

Restart WireShark

TCP/IP TTL and Mcast Config Test Procedure & Test Report

1- Multicast Message TTL Value - Settable TTL Value
Test Procedure

Get TCP/IP object instance attribute 8 (TTL Value)

If General Status = 0x14, Attribute Not Supported, then end test

The TTL & Mcast Test script in the Interactive Test Sequencer of the CT tool implements the test procedure outlined below. 

Please execute the TTL & McastTest Test Script to verify the behavior. In the event of a Pass result, please record "Pass" in the test 

report provided below. Otherwise please proceed with the manual verification process detailed below.

For CIP Safety devices, supplement use of Connection Manager for standard I/O with Safety Protocol Test TST16 using TSCP and TMCP 

configs to run additional Unicast and Multicast test cases below.

Test Guideline

The TTL value of the multicast messages must match the original value in Attribute 8 if Mcast Pending bit is 1 - 

or the new value if Mcast pending bit is 0

Else, note current value and Set attribute 8 value to different from current value.

If  General Status = 0x0E, Attribute not settable, then end test

Get TCP/IP object instance attribute 1, and observe bit 4 (Status, Mcast pending) bit

Start WireShark

Run Conformance Test: Development - Connection Manager - IO Connections

Observe the current TTL value of the multicast messages in the WireShark trace

Requirement

Set Attribute Single service for TCP/IP object instance Attribute 8 must return success

TCP/IP object instance attribute 1, bit 4 (Status, Mcast pending) bit must be 1 if the DUT does not support 
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Page 11 of 30 www.odva.org



Result

Pass

Pass

Pass

Result

Pass

Pass

Result

Pass

Pass

Pass

PassAddress of DUT initiated multicast message in WireShark must be the expected original value

Perform a Type 1 Reset service to the Identity object if the DUT supports this reset type OR restore original Mcast value to TCP/IP object 

instance attribute 09. (Set to 00 00 00 00 00 00 00 00 if DUT supports auto Mcast value.)

Power cycle or reset the DUT via a Type 0 reset (only if the Set service was used)

Get TCP/IP object instance attribute 1, and observe bit 4 (Status, Mcast pending) bit

Start WireShark

Run Conformance Test: Development - Connection Manager - IO Connections

Observe the current Mcast address of the multicast messages in the WireShark trace

Upon writing back the value of Mcast_Config, the device returns invalid attribute status 0x09

6- Multicast Messages Multicast Address - Multicast Attribute Restored - DUT Reset
Test Procedure

Requirement

TCP/IP object instance attribute 9 must be restored to its original value

TCP/IP object instance attribute 1, bit 4 (Status, Mcast pending) must be 0

Get Mcast_Config value, attempt to write it back to Mcast_Config

Run Conformance Test: Development - Connection Manager - IO Connections

Observe the current Mcast address of the multicast messages in the WireShark trace

Requirement

TCP/IP object instance attribute 1, bit 4 (Status, Mcast pending) must be reset (0) 

Address of DUT multicast messages in WireShark must be the value set in test case above (4)

5- Multicast Messages Multicast Address - New Address Applied
Test Procedure

Power-cycle or reset DUT using reset type 0 - Power-on reset

Observe TCP/IP object instance attribute 1, bit 4 (Status, Mcast pending) bit

Restart WireShark

TCP/IP object instance attribute 1, bit 4 (Status, Mcast pending) bit must be 1 if the DUT does not support 

The Mcast address of the multicast messages must match the original value in Attribute 9 if Mcast Pending bit 

is 1 - or the new value if Mcast pending bit is 0

Run Conformance Test: Development - Connection Manager - IO Connections

Observe the current Mcast address of the multicast messages in the WireShark trace

Requirement

Set Attribute Single service for TCP/IP object instance Attribute 9 must return success

If General Status = 0x14, Attribute Not Supported, then end test (should be supported if TTL supported)

If  General Status = 0x0E, Attribute not settable, then end test (should be settable if TTL settable)

Else, note current value and Set attribute 9 value to different from current value per table to the right

Get TCP/IP object instance attribute 1, and observe bit 4 (Status, Mcast pending) bit

Start WireShark

4- Multicast Messages Multicast Address - Attribute Changed
Test Procedure

Get TCP/IP object instance attribute 9 (Multicast Address)

©ODVA, Inc. 
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Port 1 - n

Port 1 or 2

                  Figure 1: Test setup for all Test Cases

TEST NOTES

ACD Test Setup

1. ACD Test Fixture Node: Device that will create the duplicate IP address condition

2. A dashed line in the figure above indicated that the device is only phisically connected when the test procedure instructs the user to 

do so

3. The Hub/Switch B shown in the figure above is used during the "Automated Test" procedure for multi-port DUTs.  The "ACD Test" 

utility prompts the user to connect the DUT unused port to another switch or hub.

HUB A /            
Managed Switch A

ACD Test Fixture 
Node 192.168.1.10

DUT
192.168.1.10Test PC 192.168.1.1

HUB B /                       
Managed Switch B
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Result

Pass

Pass

Result

Pass

Pass

Pass

Pass

Result

N/A

Pass

Result

Pass

Pass

Pass

Pass

Pass

Use the Conformance Test tool messaging tool to Get the value of Identity object instance attribute 7

ACD Behavior Test - Manual Procedures & Test Report

1. Default Values Test Case

Requirement

TCP/IP Object Class Attribute 1 value is 04 or higher

TCP/IP Object Instance Attribute 10 value is 01

TCP/IP Object Instance Attribute 11 value is composed of 35 bytes - each byte is 00

Use the Conformance Test tool messaging tool to send a Type 1 reset request to the DUT (if supported)

After the Reset completes, perform a Get service for TCP/IP object instance attributes 1, 10 and 11

TCP/IP Object Instance Attribute 1 Bit 6 AcdStatus and Bit 7 AcdFault bits are both 0

Use the Conformance Test tool messaging tool to Get the value of TCP/IP object instance attribute 10

Start Wireshark trace on the appropriate interface

IP conflict is not detected per  [Volume 2, Ed 1.22, section F-1.2.5 ] - some form of degraded ACD may still be 

operational for the DUT (one or more LED may be red or Flashing red) - When Vendor Specific ACD algorithm is 

used, DUT CIP LED behavior should be consistent with their purpose as defined in [Vol 2, Ed 1.13, section  9-4].

DUT does not respond to explicit message request for Device Name - attribute 7 of Identity object (ACD test fixture 

node responds to request)

Use the Conformance Test tool messaging tool to Get the value of TCP/IP object instance attribute 11

2.2 Test Procedure - Attribute 10, NV check and conflict not detected

Disconnect ACD test fixture node from test system

Connect the ACD test fixture node to test system according to Figure 1

Requirement

Verify (Wireshark trace) that the DUT responds to the Get request for Identity object instance attribute 7 (if not, 

disconnect ACD test fixture node and clear the Test PC ARP cache: arp -d <<DUT IP Address>> from "DOS" 

command line window and try again)

Test Procedure

Connect the DUT to test system according to Figure 1

Use the Conformance Test tool messaging tool to Get the revision value of the TCP/IP class (attr 1)

TCP/IP Object Instance Attribute 11 value is not composed of 35 - 0x00 bytes

TCP/IP Object Instance Attribute 10 value is 00

TCP/IP Object Instance Attribute 1 Bit 6 AcdStatus  and Bit 7 AcdFault are 0

Use the Conformance Test tool messaging tool to Get the value of TCP/IP object instance attribute 1

Power cycle the DUT

DUT MS LED flashes red and NS LED is solid red [Volume 2, Ed 1.22, section F-1.2.5 ]

2. Attribute 10 Behavior Test (Delayed Change, NV, Reset) 
2.1 Test Procedure - Attribute 10 delayed change, conflict still detected

Make sure that the DUT is connected to test system according to Figure 1

Verify that ACD test fixture node shown in Figure 1 is properly configured: Same IP address as DUT (static address preferably), ACD 

disabled, not connected to Hub, Powered.

Use the Conformance Test tool messaging tool to Set TCP/IP object instance attribute 10 to 00 (Do not power cycle the DUT)

Requirement

Connect the ACD test fixture node to test system according to Figure 1

Requirement

ACD Behavior Test Script run with DUT in Fixed IP or Hardware IP mode

ACD Behavior Test Script run with DUT in DHCP or BOOTP mode

Test Guideline

The ACD Behavior Test script in the Interactive Test Sequencer of the CT tool implements the test procedure outlined below. Please 

execute the ACD Test Script to verify the ACD behavior. If applicable, perform one test run with the DUT in DHCP or BOOTP mode and 

another run with the DUT in Fixed IP or Hardware IP mode. In the event of a Pass result, please record "Pass" in the test report provided 

below. Otherwise please proceed with the manual verification process detailed below.
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Result

Pass

Pass

Pass

Result

N/A

Pass

N/A

02

Result

Pass

Pass

Pass

Pass

Result

N/A

Pass

Stop Wireshark trace

Identify specific Wireshark trace line creating the conflict detected by DUT and copy ARP PDU below

Unplug DUT network cable and plug it back, if DUT is unable to communicate, it's N/A. Otherwise read its TCP/IP 

Object Instance Attribute 1. The AcdStatus (bit 6) shall be 1. 

DUT MS LED flashes red and NS LED is solid red [Volume 2, Ed 1.22, section F-1.2.5 ]

After the Reset completes, perform a Get service for TCP/IP object instance attributes 1, 10 and 11

Stop Wireshark trace

Conduct as described below: sequence of procedures and requirements verification
3.1 Test Procedure - Attribute 11 conflict record verification - ACD Activity 02 or 03

Connect the DUT to test system according to Figure 1

Use the Conformance Test tool messaging tool to perform a Get service for TCP/IP object instance attribute 11 and 1.

DUT does not respond to explicit message request for Device Name - attribute 7 of Identity object (ACD test fixture 

node responds to request)

3.2 Test Procedure - Attribute 1 and 11 conflict record verification - ACD Activity 02 or 03  (continued)

Disconnect ACD test fixture node from test system

Cycle the DUT power

Start Wireshark trace on the appropriate interface

Connect the ACD test fixture node to test system according to Figure 1

Requirement

TCP/IP Object Instance Attribute 11 value is composed of 35 bytes - each byte is 00

TCP/IP Object Instance Attribute 1 Bit 6 AcdStatus and Bit 7 AcdFault are 0

3. Conflict Detection Test Case - ACD enabled - Attribute 11 capabilities

Requirement

Disconnect ACD test fixture node from test system

Use the Conformance Test tool messaging tool to send a Type 1 reset request to the DUT (if supported), otherwise make sure to set 

attribute 10 to 01 and 11 to all zeros before proceeding with the test, mark following test results as N/A.

Verify that ACD test fixture node shown in Figure 1 is properly configured: Same IP address as DUT (static address preferably), ACD 

disabled, not connected to Hub, Powered.

2.3 Test Procedure - Attribute 10 reset behavior

TCP/IP Object Instance Attribute 10 value is 01

Verify TCP/IP Object Instance Attribute 1 Bit 6 AcdStatus and Bit 7 AcdFault are 0

3.4 Test Procedure (continued) - Attribute 11 conflict record verification - ACD Activity 01

Power down and disconnect the DUT from test system

Conflict ARP PDU: 00 01 08 00 06 04 00 01 00 00 BC CA 13 E1 C0 A8 00 64 00 00 00 00 00 00 C0 A8 00 64

Identify DUT success reply to attribute 11 get request and cut CIP Command specific data to from Wireshark and paste it in storage 

below.

ACD Activity Status (1st Byte): Remote MAC Addr: 00 00 BC CA 13 E1 

ARP PDU Data: 00 01 08 00 06 04 00 01 00 00 BC CA 13 E1 C0 A8 00 64 00 00 00 00 00 00 C0 A8 00 64

Requirement

Verify that the ACD Activity Status byte is 02 or 03 (OngoingDetection or SemiActiveProbe)
Verify that the Remote MAC Addr recorded is that of the the ACD test fixture node

Verify that the ARP PDU data logged is the DUT raw ARP PDU that caused it to declare an IP address conflict

Verify that ACD test fixture node shown in Figure 1 is properly configured: Same IP address as DUT (static address preferably), ACD 

disabled, connected to Hub, Powered.

Start Wireshark trace on the appropriate interface

Connect the DUT to test system according to Figure 1 and power it up

Requirement

DUT MS LED flashes red and NS LED is solid red [Volume 2, Ed 1.22, section F-1.2.5 ]

DUT does not respond to explicit message request for Device Name - attribute 7 of Identity object (ACD test fixture 

node responds to request)
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N/A

01

Result

Pass

Pass

Pass

Pass

Result

Pass

Pass

Pass

Result

N/A

N/A

01

Result

Pass

Pass

Pass

Pass

Unplug DUT network cable and plug it back, if DUT is unable to communicate, it's N/A. Otherwise read its TCP/IP 

Object Instance Attribute 1. The AcdStatus (bit 6) shall be 1. 

Verify TCP/IP Object Instance Attribute 1 Bit 6 AcdStatus and Bit 7 AcdFault are 0

3.5 Test Procedure - Attribute 11 conflict record verification - ACD Activity 01 (continued)

Use the Conformance Test tool messaging tool to perform a Get service for TCP/IP object instance attribute 1 and 11

Requirement

Unplug DUT network cable and plug it back, if DUT is unable to communicate, it's N/A. Otherwise read its TCP/IP 

Object Instance Attribute 1. The AcdStatus (bit 6) shall be 1. 

Disconnect ACD test fixture node from test system

Disconnect ACD test fixture node from test system

Identify specific Wireshark trace line creating the conflict detected by DUT and copy ARP PDU below

Stop Wireshark trace

Verify that the ACD Activity Status byte is 01 (ProbeIpv4Address)

Verify that the ARP PDU data corresponds to the raw ARP PDU that produced the IP conflict

Conflict ARP PDU:

ARP PDU Data:

DUT MS LED flashes red and NS LED is solid red [Volume 2, Ed 1.22, section F-1.2.5 ]

DUT does not respond to explicit message request for Device Name - attribute 7 of Identity object (ACD test fixture 

node responds to request)

Start Wireshark trace on the appropriate interface

Verify that ACD test fixture node shown in Figure 1 is properly configured: Same IP address as DUT (static address preferably), ACD 

enabled, connected to Hub, Powered.

Requirement

00 01 08 00 06 04 00 02 00 00 BC CA 13 E1 C0 A8 00 64 DC B0 58 4D 8E 2E 00 00 00 00 

Use the Conformance Test tool messaging tool to send a Type 1 Reset service to the Identity object

Use the Conformance Test tool messaging tool to perform a Get service for TCP/IP object instance attribute 1 and 11

Cycle the DUT power

3.6 Test Procedure - Attribute 11 reset via Type 1 Reset service to the Identity object

Use the Conformance Test tool messaging tool to perform a Get service for TCP/IP object instance attribute 1, 10, 11

Verify that the Remote MAC Addr recorded is that of the the ACD test fixture node

Verify that the ARP PDU data corresponds to the raw ARP PDU that produced the IP conflict

Conflict ARP PDU:

Remote MAC Addr:

Stop Wireshark trace

ACD Activity Status (1st Byte): 00 00 BC CA 13 E1 Remote MAC Addr:

Identify DUT success reply to attribute 11 get request and cut CIP Command specific data to from Wireshark and paste it in storage 

below.

Power down the DUT

ACD Activity Status (1st Byte):

Requirement

TCP/IP Object Instance Attribute 10 value is 01

TCP/IP Object Instance Attribute 11 value is composed of 35 bytes - each byte is 00

TCP/IP Object Instance Attribute 1 Bit 6 AcdStatus is 0 and Bit 7 AcdFault is 0

3.8 Test Procedure - Attribute 1 and 11 conflict record verification - ACD Activity 01 (continued)

00 01 08 00 06 04 00 01 00 00 BC CA 13 E1 00 00 00 00 00 00 00 00 00 00 C0 A8 00 64 

Cycle the DUT power

00 01 08 00 06 04 00 01 00 00 BC CA 13 E1 00 00 00 00 00 00 00 00 00 00 C0 A8 00 64 

Identify specific Wireshark trace line creating the conflict detected by DUT and copy ARP PDU below

Verify TCP/IP Object Instance Attribute 1 Bit 6 AcdStatus and Bit 7 AcdFault are 0

00 01 08 00 06 04 00 02 00 00 BC CA 13 E1 C0 A8 00 64 DC B0 58 4D 8E 2E 00 00 00 00 

ARP PDU Data:

Requirement

Verify that the ACD Activity Status byte is 01 (ProbeIpv4Address)

3.7 Test Procedure (continued) - Attribute 11 conflict record verification - ACD Activity 01

Power up the DUT

Verify that the Remote MAC Addr recorded is that of the the ACD test fixture node

Identify DUT success reply to attribute 11 get request and cut CIP Command specific data to from Wireshark and paste it in storage 

below.

00 00 BC CA 13 E1 
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Result

Pass

Pass

Pass

Result

Pass

4. ACD Automated Test (Timing and Behavior) with v.1.13.0.1
Test Procedure

No unwaived failures reported by the ACD Test Software (confirmed by Wireshark trace)

Connect the DUT to test system according to Figure 1

Stop Wireshark trace

Click on the Start Button and follow instructions on screen

Start Wireshark trace on the appropriate interface

Configure Automated ACD Test Software to run all tests and check "ACD per volume 2"  checkbox as well as the "Multiport device" 

Configure Automated ACD Test Software for PC adapter interface, DUT IP address and MAC Id

Start the Automated ACD Test Software from PlugFest Toolset (ACDTest.exe)

Requirement

TCP/IP Object Instance Attribute 11 value is composed of 35 bytes - each byte is 00

TCP/IP Object Instance Attribute 1 Bit 6 AcdStatus is 0 and Bit 7 AcdFault is 0

Use the Conformance Test tool messaging tool to perform a Get service for TCP/IP object instance attribute 11

3.9 Test Procedure - Attribute 11 reset via Type 1 Reset service to the Identity object

Use the Conformance Test tool messaging tool to send a Type 1 Reset service to the Identity object

Requirement

TCP/IP Object Instance Attribute 10 value is 01
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Figure 1: Test setup for QoS Object Base Test

QoS Object Behavior Manual Test Setup

DUT
192.168.1.10

192.168.1.1       Test PC
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Test Case Name
Base Test If CIP Sync 

Supported*

If 802.1 Q Tagging 

Supported**

If 802.1 Q and CIP 

Sync Supported

1.1 Default DSCP Values Scan X X X X

1.2 Observe Use of Default DSCP Values X X X X

1.3 Observe Use of Default PTP DSCP Values X X

1.4 Change Default DSCP Values X X X X
1.5 Observe Use of New DSCP Values X X X X
1.6 Observe Use of New PTP DSCP Values X X
1.7 Restore Default DSCP Values X X X X

1.8 Observe Use of Default DSCP Values X X X X

1.9 Observe Use of Default PTP DSCP Values X X
1.10  Enable 802.1 Q Tagging X X
1.11 Observe Use of 802.1 Q Tagging X X
1.12 Disable 802.1 Q Tagging X X

1.13 Verify Disuse of 802.1 Q Tagging X X

* CIP Sync is supported if the TimeSync Object is listed

** 802.1 Q Tagging is supported if QoS Instance Attribute 1 can be set to 1

QoS Object Behavior Test Coverage Matrix

TESTING NOTE: Every applicable test must be performed at least once
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Result

Pass

Pass

Result

Pass

Pass

Pass

Stop Wireshark capture

Requirement

Verify that the DSCP value included in the DUT ListIdentity (TCP unicast, UDP unicast 

and broadcast) response is 0x1b.

Verify that the DSCP value included in the DUT I/O data messages  is 0x1f, 0x2b, 0x2f, or 0x37 depending on 

the I/O connections priority supported by the DUT. Check both multicast I/O and unicast I/O if applicable 

with Priorities supported by the DUT.

Verify that the DSCP value included in the DUT Get_Attribute_Single response is 0x1b.

All values for supported instance attributes are conforming to [Vol 2 Table 5-7.4]

Instance attribute 1 value returned by device is 0, or service returns error code 0x14

1.2 Observe Use of Default DSCP Values
Test Procedure

Start Wireshark capture on PC interface (192.168.1.1)

Use the conformance test Messaging Tool to Get_Attribute_Single of any valid DUT object attribute 

Observe DSCP value in IP layer data packet - Differentiated Services Field associated to DUT service response to above request

Use the conformance test Run Tests Tool in development mode to run the Connection Manager Object test, I/O  Connections only 

checked

Observe DSCP value in IP layer data packet - Differentiated Services Field associated to DUT ListIdentity response and I/O data messages 

via UDP. 

QoS Object Behavior Test - Manual Procedures & Test Report

1.1 Default DSCP Values Scan
Test Procedure

Start the conformance test software - use STC file from DUT Vendor - and issue a type 1 reset service request to the Identity object

Verify proper configuration according to Figure 1 or Figure 2 of QoS Test Setup (depends on DUT supported options)

Use the Object Scan of Messaging Tools to scan instances 0 and 1, attributes 1 to 10 of class ID 72 (0x48) - QoS Object ID - Name the 

output file appropriately.

Verify default attributes values per [Vol 2, Table 5-7.4]

Requirement

Test Guideline

The QoS Behavior Test script within the Interactive Test Sequencer of the CT tool incorporates the test procedure outlined below, 

excluding the PTP DSCP test cases 1.3, 1.6, and 1.9. Please execute the QoS Test Script to validate the QoS Behavior. In the event of a 

Pass result, kindly indicate "Pass" in the test report provided below. If not, proceed with the manual verification process detailed below. 

For a DUT implemented Time Sync Object, test cases 1.3, 1.6, and 1.9 are considered mandatory. For a safety DUT, suplement I/O test 

with safety I/O.
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Result

Pass

Pass

Pass

Result

Pass

Result

Pass

Pass

Test Procedure

Send a type 1 reset request to the DUT identity object or Safety Supervisor object (if supported) - If no type 1 reset service or Vendor-

specific Out-Of-Box recovery method is supported, restore the default values manually and stop the test at this point.

Verify proper configuration according to Figure 1 or Figure 2 of QoS Test Setup (depends on DUT supported options)

Use the Object Scan of the Messaging Tools to scan instances 0 and 1, attributes 1 to 10 of class ID 72 (0x48) - QoS Object ID.

Open the output file (.CSV or .Log) located in the conformance tool installation folder and verify default attributes values per [Vol 2 

Table 5-7.4]

Requirement

All values for supported instance attributes are conforming to [Vol 2 Table 5-7.4].

Instance attribute 1 value returned by device is 0, or service returns error code 0x14.

Run test case 1.2 above

Requirement

Verify that the DSCP value included in all the observable DUT originated Encapsulation commands via UDP and 

TCP, explicit and I/O messages are the new values set in test case 1.4 above. Check both multicast I/O and 

unicast I/O if applicable with Priorities supported by the DUT.

1.7 Restore Default DSCP Values

Use the conformance test Messaging Tool and attempt to set all the supported QoS object DSCP value attributes to valid values  (i.e. set 

attribute 2 to value 02, attribute 3 to value 03…)

Run test cases 1.2 and 1.3 above without power cycling the DUT or sending a type 0 reset request.

Requirement

Set_Attribute_Single with invalid values for all supported attributes returns an error code.

Set_Attribute_Single with valid values for all supported attributes completes successfully.

DSCP values observed when running test cases 1.2 and 1.3 are the same as in the original test - not the new 

values set in the two first steps of this test case.

1.5 Observe Use of New DSCP Values
Test Procedure

Send a Type 0 Reset request to the DUT Identity object or Safety Supervisor object (for safety device), or cycle power to the DUT. 

Repeat this test case twice, one with Type 0 Reset, another with Power cycle to verify that the DUT responds to either way with the 

same behavior.

1.4 Change Default DSCP Values
Test Procedure

Use the conformance test Messaging Tool and attempt to set all the supported QoS object DSCP value attributes to invalid values (i.e. 

set attribute 2 to value 64, attribute 3 to value 65…)
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Result

Pass

Pass

Pass

Test Procedure

Run test case 1.2 above

Requirement

Verify that the DSCP value included in the DUT Get_Attribute_Single response is 0x1b.

Verify that the DSCP value included in the DUT  multicast data messages is 0x1f, 0x2b, 0x2f, or 0x37 depending 

on the I/O connections priority supported by the DUT. Check both multicast I/O and unicast I/O if applicable 

with Priorities supported by the DUT.

Verify that the DSCP value included in the DUT ListIdentity (TCP unicast, UDP unicast 

and broadcast) response is 0x1b.

1.8 Observe Use of Default DSCP Values
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Ring Supervisor Precedence = 250 Ring supervisor precedence = 252

   Cable F

DLR Test Setup - Announce-based and Beacon-based Nodes

DLR Ring Nodes - Announce-based and Beacon based Setup

Figure 1: DLR Ring Node Conformance Test Setup

NOTE: Managed switches enable network traffic to be captured on a third port. Please see Managed Switch setup manual.

DUT
192.168.1.10

Managed Swithch AManaged Switch B

192.168.1.1

Test PC       11.11.11.11

10.10.10.10

DLR Backup
Supervisor

192.168.1.40

DLR Supervisor
192.168.1.30

Cable A

Cable E

Cable D

Cable C

Cable B

Alternate connection when DLR 
backup sup. has only 2 ports

DLR Ring Node 
(Beacon Based)

192.168.1.50

Cable G

Port 1

Port 2

DLR Ring Node 
(Announce Based)      

192.168.1.60

Port 2

Port 1
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Result

Pass

Pass

Result

Pass

Pass

Pass

0

0

Additional attributes for supervisor capable ring nodes

Device Capabilities

Result

N/A

Pass

0

2

Linear Topology

Network Status: Normal Operation

  ring supervisor status:

Per data returned by the Get_Attribute_All service - Linear 

operations, step 4. Data is expected to be returned by supervisor nodes only

DUT supports 100 Mbs, full duplex, forced and auto negotiation, and auto-MDIX in both auto negotiate and 

forced mode (see Ethernet Link object test procedure - item 5 above)

2. Linear Operations
2. Test Procedure

1. Refer to Figure 1 or Figure 2 and disconnect Cable A to produce a linear configuration

3. Start capturing network traffic using Wireshark on Hub/Switch A and Hub/Switch B

4. Use the Conformance test messaging tool to get all attributes of the DUT DLR object - Service 1 (Get_Attribute_ALL) on class number 

71, instance 1 or the instance being tested.

5. Stop capturing network traffic with Wireshark

  ring supervisor enable:

DUT DLR attributes match TABLE 2 below when network is a ring and includes no supervisor

Capability Flags: 0x00000082 Enter value reported and verify against specification

3. Physical Ring Operations - No Enabled Ring Supervisor

1. DLR Baseline

2. Make sure to disable all DLR supervisors, set VLAN ID to 10, Ring Supervisor Precedence to 255, Beacon Interval to 100ms, Beacon 

Timeout to 400ms, by writing [00 FF A0 86 01 00 80 1A 06 00 0A 00] to attribute 4 of the DLR object, 0x47 (71) of each of potential 

supervisor)

Requirement

DUT has at least 2 Ethernet ports

1. Physical aspect and Configurability Considerations - No Test Procedure (performed above)

Requirement

DUT DLR attributes match TABLE 1 below when ring is broken and includes no supervisor

No ring protocol messages were transmitted by DUT (verify with Wireshark capture)
Verify Device Capabilities recorded in DLR object (attribute 12  - capability flags in table 1) against claimed 

capabilities or observed behavior later in the test procedure (DLR enabled)
TABLE 1 - Non supervisor capable ring nodes

Network Topology:

  ring supervisor precedence:

2. Make sure that all DLR supervisors are still disabled

3. Start capturing network traffic using Wireshark on Hub/Switch A and Hub/Switch B

4. Use the Conformance test messaging tool to get all attributes of the DUT DLR object 

5. Stop capturing network traffic with Wireshark

Requirement

3. Test Procedure

1. Refer to Figure 1 or Figure 2 and re-connect Cable A to produce a physical ring configuration

  beacon interval:

  beacon timeout:

  DLR VLAN ID:

Network Status: Unexpected loop detected - (2) not required but may note that this criteria is met

No ring protocol messages were transmitted by DUT (verify with Wireshark capture)

TABLE 2 - All DLR nodes

Network Topology: Linear Topology
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Result

Pass

1

1

Valid

Result

Pass

Pass

Pass

1

0

Valid

Result

Pass

Pass

Result

Pass

Pass

Result

Pass

Pass

Result

Pass

Pass

Network Topology: Ring Topology

Network Status: Ring Fault

Active Supervisor Address: Should be <MACID>192.168.1.30 per figure 1 or 2

1. Refer to Figure 1 or Figure 2 and disconnect Cable A

2. Enable DLR supervisor - i.e. ring node @192.168.1.30 (write [01 FA A0 86 01 00 80 1A 06 00 0A 00] to attribute 4 of the supervisor 

device DLR object) - Never enable DUT (if supervisor capable)

3. Use the Conformance test messaging tool to get all attributes of the DUT DLR object

Requirement

DUT DLR attributes match TABLE 3 below when network is a broken ring and includes a supervisor

TABLE 3 - All DLR nodes

4. DLR Operations - Beacon or Announce-Based Nodes
4.1 - Broken Ring/Restore Detection

4.1.a Test Procedure

Active Supervisor Address: Should be <MACID>192.168.1.30 per figure 1 or 2

4.1.c Test Procedure - Broken Ring/Restore Detection (continued)

Repeat test procedure disconnect cable, get attributes and verify against table 3 above, reconnect cable, get DLR object attributes, 

verify against table 4 above for cables B, C, D and E in figure 1 or 2, and verify that a Sign_on frame is  received on one DUT port and 

transmitted on the other port and that beacon and announce frames are properly transmitted on both DUT ports when the system 

recovers. 

Report results in table below

Requirement - Cable B

DUT DLR attributes match TABLE 3 above when network is a broken ring and includes a supervisor

DUT DLR attributes match TABLE 4 below when network is a ring and includes a supervisor

Verify that a Sign_on message is received on one DUT port and transmitted on the other port 

TABLE 4 - All DLR nodes

Network Topology: Ring Topology

Network Status: Normal Operation

verify that beacon and announce frames are properly transmitted on both DUT ports

4.1.b Test Procedure

1. Start capturing network traffic using Wireshark on Hub/Switch A and Hub/Switch B

2. Refer to Figure 1 or Figure 2 and reconnect Cable A

3. Use the Conformance test messaging tool to get all attributes of the DUT DLR object

4. Stop capturing network traffic with Wireshark

Requirement

DUT DLR attributes match TABLE 4 above when network is a ring and includes a supervisor

Requirement - Cable E

DUT DLR attributes match TABLE 3 above when network is a broken ring and includes a supervisor

DUT DLR attributes match TABLE 4 above when network is a ring and includes a supervisor

DUT DLR attributes match TABLE 4 above when network is a ring and includes a supervisor

Requirement - Cable C

DUT DLR attributes match TABLE 3 above when network is a broken ring and includes a supervisor

DUT DLR attributes match TABLE 4 above when network is a ring and includes a supervisor

Requirement - Cable D

DUT DLR attributes match TABLE 3 above when network is a broken ring and includes a supervisor
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Result

Pass

Result

Pass

Pass

Pass

Pass

Pass

Pass

N/A

4.2.3 - Verify DUT beacon passing.

9. Verify Beacon (Sequence ID) Interval is value set in Supervisor (TSPs use 100000us for Beacon Interval)

2. Start Wireshark capture on (Hub/Switch A) and  (Hub/Switch B)

Service 77 request to the Ring Supervisor DLR object restarts the Sign_on process.

Verify that the DUT adds its IP address in the list.

Repeat Test 4.3 by Type 0 Reset  instead of Power On with DUT configured in DHCP or BOOTP mode.

If a DUT only supports one IP configuration mode, use the mode here.

Optional - requires enough ring nodes to fill the Sign On Packet -  Verify that the DUT performs as specified under 

8. Verify consecutive order of two identical (duplicate ) Beacon Sequence IDs at Hub/Switch A (eg. id 1, id 1, id 2, id 2, etc.)

1. Refer to figure 1, power off or remove the DUT. 

This test is performed at the ODVA TSP with certified ring nodes and a supervisor that has been verified to send identical beacon 

Sequence ID out both ports at the same time for every beacon sent. See ODVA for information on obtaining a DLR supervisor that is 

approved for this test. 

1. Configure DLR test ring according to Figure 1 (or Figure 2) with DUT and both Hub/Switches (A and B) in the ring.

4.2.2 - Verify that DLR ring can perform this test (required once for DLR test stand readiness).

10. Verify that the duplicate beacon frames, sent from Supervisor appear well within 100 us of each other, (only a few us).

4.2 - Beacon Passing

4.2.1 - Forward

2. Start DLR Ring, start Wireshark capture. Allow all nodes to initialize. Use Wireshark capture to:

3. Verify RING_FAULT ring state on Hub/Switch A and Hub/Switch B

4. Verify consecutive beacon IDs in frames from each supervisor port on Hub/Switch A and Hub/Switch B. (eg. id 1, id 2, etc.)

Verify that the reserved field pad is set to all zeros. 

Note: there may be no zero pad bytes required to complete the minimum frame size (60).

Repeat Test 4.3 With Beacon Interval (set at Supervisor) to 1 ms [01 FA E8 03 00 00 80 1A 06 00 0A 00]. 

Return Beacon mode to 100 ms [01 FA A0 86 01 00 80 1A 06 00 0A 00] when complete. 

3. Power On DUT - 

Observe on-going capture in Wireshark - when the ring status in the Beacon data packet transitions from RING_FAULT_STATE to 

RING_NORMAL_STATE (See packet capture to the right for an example), send service 77 request to the Ring Supervisor.  Stop 

capturing the traffic after 5 seconds. If Sign_On after power on / Type 0 Reset only showed up on one port, repeat the Power on / Type 

0 Reset step and stop capture when seeing Sign_On on both ports or after 3 minutes. Check how long it takes for the DUT to forward 

Sign_on to the second port. An active supervisor transmits a Sign_On frame once every one minute while in NORMAL_STATE, until it 

receives a Sign_On that it sent out previously.

Requirement

Verify that the Sign_on frame is received on one DUT port and transmitted on the other port

Verify that the DUT adds its own information (MAC ID and IP address) to the Sign_on frame list of devices before 

passing it on (IP address may not yet be available)

Verify duplicate  beacons well within 100 us of each other on Hub/Switch A and B (both sides of DUT)

4.3 - DUT Power On or Type 0 Reset (Sign_on Frame)

4.3.1 - DUT Sign_On  (Run this test in both DHCP/BOOTP mode and fixed IP mode)

1. Verify that DLR ring is RING_NORMAL with DUT in ring, then power off DUT (DUT in static IP mode or HW switch mode)

If a DUT only supports one IP configuration mode, use the mode here.

5. Connect Cable A into DLR Backup Supervisor in place of Cable D. (Hub/Switch B is not used for this section of the test.)

6. Start DLR Ring, start Wireshark capture. Allow all nodes to initialize. Use Wireshark capture to:

7. Verify that the DLR ring is in RING_NORMAL_STATE on Hub/Switch A.

2. Start DLR Ring then start Wireshark capture. Allow all nodes to initialize.

Requirement

3. Verify that DLR ring is in RING_NORMAL_STATE for 5 secs, stop capture.

©ODVA, Inc. 26 of 30 www.odva.org



Result

Pass

Pass

Pass

Pass

Pass

Pass

Result

Pass

Result

Pass

Result

Pass

Pass

Pass

Pass

Pass

Pass

Result

Pass

Result

Pass

…verify Request Source Port matches Source Port in  Neighbor_Check_Request frame from Neighbor (2)

2. Start capturing network traffic using Wireshark on (Hub/Switch A) and  (Hub/Switch B)

4.4.1.5 - Cable B Reconnect - Verify Ring Heal

1. Refer to Figure 1 or Figure 2 and reconnect Cable B

2. Use the Conformance test messaging tool to get all attributes of the DUT DLR object

3. Referring to Figure 1 or Figure 2 of DLR Test Setup, disconnect Cable B

4. Stop capturing traffic after 5 seconds (i.e. after RING_FAULT state transition)

5. Use the Conformance test messaging tool to get all attributes of the DUT DLR object

Requirement

Verify DUT transmits Link_Status frame on port 1 with Status = 0x01 (i.e. port 2 is down, port 1 is up).

Verify DUT transmits Neighbor_Check_Response on DUT port 1 with Source Port = 1, then also…

Verify that the Link_Status frame header VLAN_ID value (10) matches that of the active ring supervisor.

DUT DLR attributes match TABLE 3 above when network is a ring and includes a supervisor

DUT DLR attributes match TABLE 4 above when network is a ring and includes a supervisor

1. Verify that DLR ring is functioning in RING_NORMAL state

4.4.1.3 - Cable A Repetitive Disconnect/Reconnect - Verify Link_Status & Neighbor_Check_Response Frames

1. Disconnect and Reconnect Cable A 3 times in a span of 10 seconds

Requirement

Verify DUT transmits Link_Status and Neighbor_Check_Response frames on port 2 for every disconnect

4.4.1.4  - Cable B Disconnect - Verify DUT Link Status and Neighbor_Check_Response Frames

Requirement

DUT DLR attributes match Table 4 above when network is a ring and includes a supervisor

4.4 - DUT Fault Response Part 1, Cables A and B

4.4.1.1 - Cable A Disconnect - Verify DUT Link_Status & Neighbor_Check_Response Frames

1. Refer to Figure 1 or Figure 2 and reconnect Cable A

2. Use the Conformance test messaging tool to get all attributes of the DUT DLR object 

Requirement

Verify DUT transmits Link_Status frame on port 2 with Status = 0x02 (i.e. port 2 is up, port 1 is down).

Verify DUT transmits Neighbor_Check_Response on DUT port 2 with Source Port = 2, then also…

Verify Link_Status frame header VLAN_ID value matches active ring supervisor (10). (See capture right)

DUT DLR attributes match TABLE 3 above when network is a ring and includes a supervisor

Verify that the reserved field is set to all zeros

4.4.1.2 - Cable A Reconnect - Verify Ring Heal

1. Verify that DLR ring is functioning in RING_NORMAL state

2. Start capturing network traffic using Wireshark on (Hub/Switch A) and  (Hub/Switch B)

3. Disconnect Cable A 

4. Stop capturing traffic after 5 seconds (i.e. after RING_FAULT state transition)

5. Use the Conformance test messaging tool to Get_Attributes_All of the DUT DLR object

Requirement

4.4.1.6 - Cable B Repetitive Disconnect/Reconnect - Verify Link_Status & Neighbor_Check_Response Frames

1. Disconnect and Reconnect Cable B 3 times in a span of 10 seconds

Requirement

Verify DUT transmits Link_Status and Neighbor_Check_Response frames on port 1 for every disconnect

…verify Request Source Port matches Source Port in  Neighbor_Check_Request frame from Neighbor (1)

Verify that the reserved field is set to all zeros
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Result

Pass

Pass

Pass

Pass

Pass

Result

Pass

Result

Pass

Pass

Result

Pass

Pass

Pass

Pass

Pass

Verify DUT transmits a Neighbor_Status frame on port 2 after every disconnect

4. Stop capturing traffic after 5 seconds (i.e. after RING_FAULT state transition and related traffic)

5. Use the Conformance test messaging tool to get all attributes of the DUT DLR object

2. Start capturing network traffic using Wireshark on (Hub/Switch A) and  (Hub/Switch B)

4.4.2 - DUT Fault Response Part 2, Cables C and D

Verify DUT transmits Neighbor_Check_Request 3 times on port 2 after disconnect, with Source Port = 2.

4.4.2.4 Test Procedure - Cable D - Disconnect - Verify Neighbor_Status and Neighbor_Check_Request Frames

1. Disconnect and Reconnect Cable C 3 times in a span of 10 seconds

Requirement

Verify DUT transmits Neighbor_Check_Request 3 times on port 1 after every disconnect

Verify that the reserved field is set to all zeros

Verify DUT transmits a Neighbor_Status frame on port 1 with Status = 0x81 (i.e. port 1 up, port 2 down).

Verify that the Neighbor_Status frame header VLAN_ID value (10) matches that of the active ring supervisor. (See 

DUT DLR attributes match TABLE 3 above when network is a ring and includes a supervisor

4.4.2.3 - Cable C Repetitive Disconnect/Reconnect - Verify DUT Neighbor_Status & Neighbor_Check_Request Frames

1. Verify that DLR ring is functioning in RING_NORMAL state

5. Use the Conformance test messaging tool to get all attributes of the DUT DLR object

Verify DUT transmits a Neighbor_Status frame on port 2 with Status = 0x82 (i.e. port 2 up, port 1 down).

Verify that the reserved field is set to all zeros

2. Use the Conformance test messaging tool to get all attributes of the DUT DLR object 

3. Refer to Figure 1 or Figure 2 and disconnect Cable D

Requirement

4.4.2.1 - Cable C - Disconnect - Verify DUT Neighbor_Status and Neighbor_Check_Request Frames

1. Verify that DLR ring is functioning in RING_NORMAL state

2. Start capturing network traffic using Wireshark on (Hub/Switch A) and  (Hub/Switch B)

3. Refer to Figure 1 or Figure 2 and disconnect Cable C

4. Stop capturing traffic after 5 seconds (i.e. after RING_FAULT state transition)

Requirement

Verify DUT transmits Neighbor_Check_Request 3 times on port 1 after disconnect, with Source Port = 1.

Verify that the Neighbor_Status frame header VLAN_ID value (10) matches that of the active ring supervisor. (See 

DUT DLR attributes match TABLE 3 above when network is a ring and includes a supervisor

4.4.2.2 - Cable C - Reconnect - Verify Ring Heal

1. Refer to Figure 1 or Figure 2 and reconnect Cable C

Requirement

DUT DLR attributes match TABLE 4 above when network is a ring and includes a supervisor
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Result

Pass

Result

Pass

Pass

Result

Pass

Pass

Pass

Result

Pass

Result

Pass

Verify DUT transmits a Neighbor_Status frame on port 1 after every disconnect

4.5.2 - Cable E Repetitive Disconnect/Reconnect - Verify Neighbor_Check_Request Frame

Verify that the reserved field is set to all zeros

4.5 - DUT Fault Response Part 3 - Cable E

4.5.1 Cable E - Disconnect - Observe Neighbor_Check_Request Frame

1. Disconnect and Reconnect Cable E 3 times in a span of 10 seconds

1. Disconnect and Reconnect Cable D 3 times in a span of 10 seconds

Requirement

Verify DUT transmits Neighbor_Check_Request 3 times on port 2 after every disconnect

Requirement

4.4.2.5 Test Procedure - Cable D - Reconnect - Verify Ring Heal

1. Refer to Figure 1 or Figure 2 and reconnect Cable D

2. Use the Conformance test messaging tool to get all attributes of the DUT DLR object 

Requirement

DUT DLR attributes match TABLE 4 above when network is a ring and includes a supervisor

Test Procedure - Cable E - Reconnect

Verify DUT transmits Neighbor_Check_Request on both ports after every disconnect

4.4.2.6 - Cable D Repetitive Disconnect/Reconnect - Verify Neighbor_Status & Neighbor_Check_Request Frames

2. Start capturing network traffic using Wireshark on (Hub/Switch A) and  (Hub/Switch B)

3. Refer to Figure 1 or Figure 2 and disconnect Cable E

4. Stop capturing the traffic 5 seconds after transition to RING_FAULT_STATE

1. Refer to Figure 1 or Figure 2 and reconnect Cable E

2. Use the Conformance test messaging tool to get all attributes of the DUT DLR object

Requirement

DUT DLR attributes match Table 4 above when network is a ring and includes a supervisor

5. Use the Conformance test messaging tool to get all attributes of the DUT DLR object

Requirement

Verify that the DUT transmits a Neighbor_Check_Request frame on both ports.  (see packet capture screens to the 

right for examples)

DUT DLR attributes match TABLE 3 above when network is a ring and includes a supervisor

1. Verify that DLR ring is functioning in RING_NORMAL state
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Result

Pass

Result

Pass

Result

Pass

Pass

Pass

Test Procedure - Cable A and B - Disconnect/Reconnect during I/O Connection

2. Set Beacon Interval rate of Ring Supervisor to 1ms (01 FA E8 03 00 00 80 1A 06 00 0A 00 )

Requirement

No more than 3 continuous multicast I/O packet loss during Normal Ring node.

5. Refer to Figure 1 or Figure 2 and disconnect Cable A and wait for 5 seconds

6. Reconnect cable A and wait for 2 seconds

10. Stop capturing network traffic with Wireshark and close the I/O connection.

Examine the I/O SequenceNumber in the Wireshark trace to verify that the I/O data keep flowing between the Test PC and the DUT 

before, while, and after all the phases of the test procedure. There are no more than 3 continuous I/O packets loss during Normal Ring 

Mode. 

No more than 3 continuous unicast I/O packet loss during Normal Ring node.

Verify I/O data keep flowing between the Test PC and the DUT before, while, and after all the phases of the test 

procedure.

7. Refer to Figure 1 or Figure 2 and disconnect Cable B and wait for 5 seconds

9. Repeat Step 5 through 8 three times

8. Reconnect cable B and wait for 2 seconds

1. Verify that DLR ring is functional

4.6 - Active Supervisor Change

4.6.1 Allow backup supervisor to become the active supervisor 

1. Verify that DLR ring is functioning in RING_NORMAL state

2. Start capturing network traffic using Wireshark on (Hub/Switch A) and  (Hub/Switch B)

3. Set Backup DLR Supervisor's precedence to be higher than the active supervisor so that it takes over as the supervisor 

4. Stop capturing once you see the back up supervisor has become the active supervisor 

5. Use the Conformance test messaging tool to get all attributes of the DUT DLR object

Requirement

Verify DUT reports correct IP and MAC address of the active supervisor in Attribute 10

1. Return DLR Ring  precedence settings per figure 1

Verify DUT reports correct IP and MAC address of the active supervisor in Attribute 10

4.6.2 - Return to default DLR supervisor

2. Use the Conformance test messaging tool to get all attributes of the DUT DLR object

Requirement

4.Use I/O Messaging Tool  to establish an I/O connection

4.7 - I/O Connection Data Behavior

3. Start capturing network traffic using Wireshark on  (Hub/Switch A) and  (Hub/Switch B)
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